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Agenda

—

* [lapouaiaon epyou epSOS

* [1podiaypapec kal [potutrn YAoTroinon
* ZupyeToxn TG Ayopdg MNMANPo@opPIKNG
* 'EAgyxocg kai NioTotroinon

* [1potaceic Tou HL7 Hellas yia 1n
AIOAgITOUPYIKOTNTA KAl TIC EBVIKEC
YTTOO0UEC



To €pyo epSOS e pia yaTia...

http://www.epsos.eu/home.html

epSO0S in figures

ICToc -~ 5
| O\

. 5 V% years:
e p s 0 s Duration 1st July 2008 — 31st December 2013

€ 36,5 Million: Co-funded by the European

KEY FACTS

EUROPEAN PATIENTS Volume

SMART OPEN SERVICES Commission
Smart Open Services Programme Em';-é’i.;:ﬁ"é?é‘:“niemrfmﬁé”ppm
fo r E u ro pe a n Pa t ' e nts 47 Beneflciaries: Consisting of national minis-

Number of beneflciaries

The main European eHealth Project (formation of the consortium) | 1183 of health, national / regional comp

centers and the Project Management Team.

23 different European countries:

LIl T 20 Member States and 3 non-EU Member States

W: 20508 Participutiog Ntions Infrastructures and human resources involved*
Switzerland contributes as
extraordinary member

INFRASTRUCTURES INVOLVED

Points of Care 3.445
Hospitals 183
Pharmacies 2.149

Other healthcare provider
HUMAN RESOURCES INVOLVED

1.113

Health professionals 30157

* Figuras datad 16.05.2011




To €pyo epSOS

* Apopa
— Tnv €mMOKOTINGN CUVOTITIKOU IATPIKOU IOTOPIKOU
— Tnv €mMOKOTTNON NAEKTPOVIKWY CUVTAYWV QAPUAKWY
KOl N EKTEAECN TOUG
* Néeg Ytnpeaoieg
— OAokApwon pe Tov apiBud 112 yia erreiyovra
TTEPIOTATIKA
— OAokARpwon ue TNV EupwTtraik Kapta AcpaAiong
(EHIC)

— Emokotrnon 1atpikou gakEAou atro Tov acBevn (Patient
View)


http://www.epsos.eu/epsos-services.html
http://www.epsos.eu/epsos-services.html
http://www.epsos.eu/epsos-services.html

[Tpodlaypagec

* To €pyo £XElI UNOTTOINOEI I OEIPA AVOAUTIKWY TEXVIKWYV KAl AEITOUPYIKWYV
TTPOdIaYPAPUWV

— D3.9.1 epSOS Pilot System Compontents Specification

— D3.9.1 Appendix A - FET Solution

— D3.9.1 Appendix B1 — Implementation

— D3.3.3 epSO0S Interoperability Framework

— D3.3.2 Final epSOS System Technical Specification

— D3.4.2 epSOS Common Components Specification

— D3.5.2 Semantic Services Definition

— D3.B.1 epSOS2 Implementation Strategy

— D3.2.2 Final definition of functional service requirements - Patient Summary
— D3.1.2 Final definition of functional service requirements — ePrescription


http://www.epsos.eu/home/download-area.html
http://www.epsos.eu/home/download-area.html
http://www.epsos.eu/home/download-area.html

H €vvola TNC OIAAEITOUPYIKOTNTOC

Cooperating partners with compatible visions,
aligned priorities, and focused objectives Political Context

Aligned legislation so that axchanged data is
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Semantic Alignment

imteraction & Transport




T1 xpelaletal va AaBel Kaveic uttown
TOU...

« Technical Interoperability « Semantic interoperability
e SAML v2.0 . ISO TC 215
O TLS 1.0 e CEN TC/251
.+ TLS1.1 o SCHEE
. HL7 Version 3 Standards : transport
y TLS 1.2 specification - web services profile release 2
* |IHE-XDS.b +  HL7 Common Terminology Services 2 Service
. IHE - XDM Functional Model (SFM)

. Lexicon Query Service version 1.0

+ SOAP version 1.1 : _
. SNOMED_CT Technical Implementation

*  WS-Security (WSS) Guide
*  WS-Trust v1.3 March 2007 «  EDQM standards
*  Web Services Business Process * LOINC
Execution Language v2.0 +  ATC
« WSDL1.1 ° ICD
- XSPA, Cross-Enterprise Security and = OWE
Privacy Authorization = CDA

. XML Schema
. XSL version 1.0
. XSL version 1.0

* IPSec, Security Architecture for the
Internet Protocol



APXITEKTOVIKEC APXEC

o Mn eTTEBATIKI APXITEKTOVIKI OTA £BVIKQ |

UPIOTAMEVO CUOTAUATO

* AIOXWPIOHUOG TNC APXITEKTOVIKINGC QOPAAEIOC
QTTO TN ETTIXEIPNCIOKN OPXITEKTOVIKI)

* acglotroinon mTpotuttwyv SOA/WS & TauTion —
acloTroinon Twv TrpoTUTTWY Tou IHE

« MeyaAn eueAicia oTnVv Evragn XwPIOTWV
OUVIOTWOWYV AOYIOUIKOU O€ OIaPOPETIKA
ETTITTEDQ



EtTitreda SOA

Etritredo XpRoTtn

EtriTredo Al0dIKOOIWV

Xpnon YTnpeoiag

Emitredo AleTra@wyv

2UVIOTWOEG KAl OVTIKEIJEVA

AoyiopIKoU

YQIOTAPEVEG KOl VEEG DOMEG Connector
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End-2-End & Brokered Security

Trust Zone Trust Zone
11 1]

Trust Zone || epSOS Trust Zone Il

Central
epS0S Service epSOS
Services Services
Web
Service

Public Network
(e.g. Internet)

Packet I Packet
Filter Filter

end-to-end (node/country level)

end-to-end (NCP-2-NCP message exchange level)

end-to-end (business transaction and object lifecycle level)




Ac@aAcia oto epSOS

« Anuioupyia wvwyv gutriotoouvng - Circle-of-Trust (VPN, Mut.AuthN,
ATNA, SecPol)

« Emixeipnoiokn AC@AAgia oTIC XWPEG UTTOOOXNG - country-B:
— [MioTtotroinon TeAikwy xpnotwyv (HCP) péow TOTTIKWY TTIOTOTTOINTIKWY
— Avayvwplion — moToTToinon aoBevi Ye Pacn Tn TTOMITIKA TNG XWPOG
TTpoEAeuonc (country A)

— POAoI kal dIKalwuata XpnoTwy oTn Xwpea B TTou kKAnpovououvTal atro Ta
dIkaiwpata 1Tou opifovTal oTn xwpa A (patient consent / TRC)

« [lAaioio ac@aAsiag péow SAML assertions (W3C):
— HCP identity assertion
— TRC assertion

« Ta dikaiwpaTta TTpocPacnc ota dcdopeva ueTaBAaAAovTal avaloya Pe
TO OEVAPIO XProng

*  Ta dIKAIWPATA TWV XPNOTWV opidovTal a1To TN XWwPa TTPOEAEUCNC
— Patient consent & privacy policy (IdA, TRC, XSPA, LoA, Policies)



Ta dla@OopPETIKA ETTITTEDA

AvTtaAdayr Apxeiwv (CDA)
(Business to Business Architecture)

Aoc@adAcia kai [diwTIkOTNTA
(Security Architecture and Support Services




Xpnon mpo®iA IHE

NCP-B  reee-e--

(country of care) ATNA, XUA, BPPC, etc.

epSOS Identification Service

" e
Initiating Gateway grap
epSOS Patient Service consumer
XCA
nitiating Gateway

Cross-Gateway Query

ith Returned Documents

epSOS Order Service consumer

)
______________.I__I

epSOS Patient Service consumer

_______ Cross-Gateway Fetch
________ with Returned Documents

epSOS Dispensation Service

consumer XDR
Provide and Register Document Set:
Document Source
epSOS Consent Service consumer .

(country of affiliation)

Responding Gateway

epSOS Patient Service provider
XCA
Responding Gateway
epSOS Order Service provider

epSOS Dispensation Service
XDR provider

Document Recipient
. epSOS Consent Service provider




ApXxiTekToviKi) NCP A

Taxonomy Service Access
epS0S Configuration Manager Manager (TSAM)
resolve country code ——-F—- NCP-A
i B Structural
Routing Manager Transformation Manager .
Dependencies
i brosmemsersese g
i NCP Config.
Tiani Product

TSL Synchronizer

National
Connector

M
|

Protocol
Terminator

SAML Yerifier |

5

other NCPs’
TSLs

WS Security AuthZDecisisonQuery encapsulates

Policy
FPDP
: : XACML
getResA ccessQuery

Truststore Certificate
Validator
|
XACML v
AuthZ SAD
QUEVCTEETOr | - xacwL Policy Query (National Security Policy

and Patient Privacy
Policy

Security Manager




Apxitektovikn NCP B

NCP-B _
Taxonomy Service Access - MTC
Structural Manager epSOS Configuration Manager

Dependencies Hp s — .

Transformation Manager

Routing Manager

e —
NCP Config.

TSL Synchronizer

Flational Inferface (Java AP}
Hoc list (HCP aftr... query) |
= no HCF assertion passed, ’ ettty Y
but optional TRC assertion H

other NCPs’
TSLs

L
Y
JERNES-

: 3TS
HCP-O »| National HCP
authenticated

Connector
recuest —— ]
T

PEP
Protocol
Terminator

*  Truststore

Tiani Product @

Portal WrMgr WSS
TRC req Adapter
l___L__,' Fortal getReqComplianceQuery
] L}
i TS § z
L d
. Y
TR-:_} assertion autll_';zr:.lt::;ted Attribute % XACML . -~
signed by e g e Cer_tlflcate
g) u Validator
QueryCreator
3
WS Security
Policy
Folicy Manager
STS
(National Security Policy TRC
and Patient Privacy sign |

Policy Security Manager




Aouika otoixeia NCP

« |[HE Web Services Core and National Connectors

« Common Components Developed
— Transformation Manager
— Terminology Services Access Manager
— TSAM Synchronizer
— Security Manager
— Policy Manager
— Audit Manager
— Configuration Manager

« Portal-B Reference Implementation
« epSOS CDA Display tool add-on



2 UJMETOXN TG Ayopac INAnpo@opIkng
utto Tov IHE Europe

3M Accenture Adgfa Apollo

CareCom Cisco CMP Medica Compugroup

dbMotion Dedalus Dell ERC

Engineering S.p.A ETIAM GE Gnomon

IB Indra Insiel Intel

Mawell Medicognos Microsoft Netsmart

Oracle Posam RISE Steria

Tiani-Spirit TrebleM T-Systems X-tention




2UPHETOXN TS EAANVIKNC Ayopac




O1 Topeic Tou IHE

11 xpovia ouvexoug TTpoddou

Radiology

Pharmacy since 1998 _
NEO 2009 d *-‘
Cardiology 2 ,@
P_athology since 2004 b=
since 2006 /: .
= Laboratory
Eye Care e ||.|-1l _
since 2006 since 2004

=i

LJ
(Healthcare) £

\ IT Infrastructure
since 2003 .‘
Quality L ‘
Research & Public Health Radlapon ;)Onoc4ology
since 2006 SIncg

Patient Care Devices Patlent Care Coordination
since 2005 since 2004

Ce——




H dtadikaotlo tou IHE

hﬁllV'
TPodIaypPaPwWV TiPoa @ =y | —

- HE gt gy
= on Statement |,
= iy

ON UPICTANEVWYV
v(e.g. HL7,
TF, OASIS)

DpPICHOG 2evapiwv XpPNONG OAokAnpwvovrai
(use cases) METASU TOUG




Eion Aokipwy epSOS

- I

Gazelle Workflow Tests
Interoperability ‘End-to-End
Tests functional Tests

Pre-
Projectathon

Projectathon Pre Pllot lesting

Test units or conformance: tests : allow the test validation of the messagesor
objects by using validators =» compliance to the spécifications, standards or
profiles

Interoperability Tests : allow the validation test of the profile: is it correctly
iImplemented by the actors of the system by using simulators and validators

Workflow test/End-to-End functional tests : allow groups of systems to test
that the workflow is correctly exchanged.




MeBodoAoyia dokiuwy epSOS

on-Line
Projectathon

Pre-
Projectathon

Pre Pilot

Projectathon Testing




2 UUUETOXEC KAl [TIOTOTTOINOEIC

Projectathon 2010 Projectathon 2011

9 Participating Nations 13 PNs + Gnomon + Alert | 8 Participating Nations
(PN)

165 tests performed 482 tests performed 117 tests performed
146 verified 288 verified 73 verified

e



H sumAokn} kai ol Npor&oeig Tou
HL7 Hellas
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MeTagppoon opwyv Tou Master Value

Catalogue ota EAANVIK&

13 2€ ouvepyaaoia ye Tnv larpikn Etaipia ABnvwyv
MECW TNC KOIVING ONAOAC EpYaaiacg yia T
Ynoiakn Yyeia

E 500 trepitTOU OpOI

E ‘Eyivav HETA@QPACEIC 0E OPOUG TWV KWOIKOTTOINOEWV
*HL7
+IHE
#SNOMED-CT

+LOINC H:f/
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INTERNATIONAL

E-Services otnv Eupwmn 2011

Electronic Patient Record (EPR) 81.2 (736)

An integrated system for billing management 76.7 (695)

An electronic appointment booking system 70.8 (640)

An electronic Clinical Tests 70.7 (638)

Picture archiving and communication systems (PACS) 61.7 (557)
An electronic service order placing (e.g. test/diagnostic results) 56.0 (496)
An integrated system to send electronic discharge letters 42.1 (381)

An adverse health events report system 42.1 (354)

An integrated system for tele-radiology 40.0 (362)

An integrated system to send or receive electronic referral letters 33.8 (306)
A computerized system for ePrescribing 29.9 (271)
Tele-homecare/tele-monitoring services to outpatients (at home) 8.7 (77
Personal Health Record (PHR) 4.4 (40) f-&/

HELLAS



RN JR

EUROPEAN COMMISSION

Xpnon NAEKTPOVIKWYV UTTNPECIWV X6 TOUuC YIaTpoUc

!7

-
INTERNATIONAL

Picture Archiving and Communication System (PACS) 67.6
Electronic order communication system for laboratory exams 62.9

Electronic patient record system common to most of the
departments 59.9

eAppointment system 54.0
Electronic system to send and receive referral letters 49.6
ePrescription 39.4

Electronic system to send discharge letters to general practitioners
32.6

Videoconferencing for consultation 30.0
Telemonitoring of outpatients at home 8.3

HELLASg



AeikTnNC Av&NMTUENC NAEKTPOVIKWYV UTTNPECIWV

GREECE 10,204
E‘%ﬁiﬁ:i ] 10,209 EUROPEAN COMMISSION
LATVIA |
CROATIA
MALTA
CYPRUS 7
HUNGARY
CZECH REPUBLIC
GERMANY
FRANCE
ITALY ] -
B e e e 0,347
LUXEMBOURG : 10,363
PORTUGAL ,
ESTONIA ] ,
BELGIUM
SPAIN '
AUSTRIA 7 :
NETHERLANDS :
FINLAND :
1
1
1
||
1

SLOVENIA 1 0,1F6 '
SLOVAKIA, 7 10,193

POLAND 7 |FD,1 89 ‘
LITHUANIA 10,199

ICELAND
UK |
NORWAY |
IRELAND
DENMARK |
SWEDEN

0,000 0,100 0,

Rl A HHHAHHHHAEEAEHAEHH

HELLAS




Al0oT&OEIC NAEKTPOVIKWV UTINPECIWV
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Néa 0Odnyia yia T dikaiwpora Tou AgOevi otnyv E.E.

OAHTIIA 2011/24/EE TOY EYPQIMAIKOY KOINOBOYAIOY KAl TOY
2YMBOYAIOY tn¢ 9n¢ Maptiou 20111TEpi EQapuoyng Twv
OIKAIWHATWY TWV acBevWV OTO TTAQICI0 TS OIOCUVOPIAKKG
UYEIOVOMIKNG TTEPIBAAYNC

[MpwTn €Tionun avag@opda otnv JIGAEITOUPYIKOTNTA KAl OTIC
UTTOXPEWOEIC TwV Eupwtraikwy KpaTtwyv

32 ApBpo 11 (... ) KATEUBUVTHPIEC YPAUMPEC TTPOC UTTOOTHPIEN TWV

KPATWYV MEAWV OTNV avATITUEN TNG JIAAEITOUPYIKOTNTAG TOU
OUOTIAMATOC NAEKTPOVIKWY cuvTtaywyv (ePrescriptions)

2 ApBpo 14 HAekTpovikn uyeia (eHealth)

-
INTERNATIONAL

H Eupwtrn 6gv 0a pac mePIUEVEL...

HELLASE



e

A&lommoinon Tou £épyou epSOS
2 To £pyo epSOS cival Eva €pyo OIAAEITOUPYIKOTNTAC

2 AQopd oTtn dnuioupyia evog secure stateless information
bus
E H doun tTng mAnpogopiac £xel onuaacia (IHE profiles, CDA, HL7v3)
E O1 kavoveg yia Tnv avtaAlayn Tng etTioncg (e-Governance & Policy)
2 Mtropei AME2A va petagpepBei atnv EAANVIKA
TTPAYMATIKOTNTA

INTERNATIONAL HELLASE




| B

A&lommoinon Tou £épyou epSOS

2 2uvaen epya tng HAIKA
3 HAekTpOVIKN ZuvTtayoypapnon
£2 HAekTpOVIKEC YTTNPETIEC YIa TN 2TPATNYIKA AVATITUEN
TNS KolvwVvikAG APAAIoNC

2 Eviaio MAnpo@opliakd 200Tnua yia TNV UTTooTAPIEN
TWV ETTIXEIPNOIOKWY AEITOUPYIWY TOU E2Y

12 OAec o1 digtrageEc ptropouv va roToTroinouy Kail va
TPOTTOTTOIOUVTAI OJUOIOYEVWC ME DOUNMEVO TPOTTO

EAPKEI AYTO?

d » Texvika val AeIToupyiKa O I:HZ'/

-
INTERNATIONAL




%

NEEC OOUEC TTOU ATTAITOUVTXI YIX T
AlcAeIToupyIKOTNTA Ko TIC EOVIKéC YTodopéc

Atraiteital n dnuioupyia evog EBvikou eHealth Competence Center ue
apuodIoTNTA:
B Na opilel Kal va ouvTnNPEi TEXVIKEG KAl AEITOUPYIKES TTPOdIAYPAPES
Na TnNpei KWOIKOTTOINCOEIS KAl 0dNyouUS DIAAEITOUPYIKOTNTAG
Na ioToTToIEl DIETTAPES KAl AOYIOMIKA
Na TTpoTEivel TIIOTOTTOINCEIS Kal OECIOTNTEG OTEAEXWYV eHealth
Na Tnpei Ta €Bvikd unTpwa Kal cUVoAa OEQOUEVWV
Na utrooTtnpicel Tn MoAiTeia oTn xapagn TnG oTPATNYIKAS TNG
ATtraiteital jia dour) eHealth Governance

ATtraiteital pia dour) ouvexouc diaouAeuong Kal EUTTAOKAC TWV ETAIpWV
(Stakeholders)

ATtraiteital n dnuioupyia evog EBvikou MNMAaioiou AlaAeitoupyikOTnTaS YYyEiag

-
INTERNATIONAL

7 B Atmraiteital EOvikA ZTpatnyikn o€ Badog xpovou Hﬁ




Nap&deiyua MAaiciou AIGAEITOUPYIKOTNTAC VIO TX

174

-
INTERNATIONAL

FaAAik& Noookopeia (interop Santé)

Pilotage et supervision

Analyse de I'activite ® Gestion du DRv* @ Reporting PMSI

Gestion de la venue Gestion partagée des informations patient
Gestion

Gestion
du dossier patient

identification patient

Partage des référentiels
Nomenclatures et

Gestion
des consentaments

Protocoles reférentiels (CCAM,
Gestion CIM 10, structures,
des régles patient Bases de L L=
~ Connaissances Aide a la décision
Livret thérapeutique médicale

Gestion localisation @
mouvements patient

Gestion du plan de soins

Gestion et partage des informations vigilance

Suivi des .

Gestion contentieux . vigilances

Gestion des ressources

Gestion
ressources humaines

Gestion
hateliere

Gestion des Gestion des achats

équipements

Gestion des
transports

c
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g
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c
o
B
3
=
E=1
c
1)
o

Administration de I'information patient

Relation partenaires de santé @
(DMP. réseaux)

Gestion des

Administration de @ ;
mandats

I'identité patient

Gestion des profils
d'acces

w
a
B
c
c
=3
b=
]
-
L]
=]
=
o
=
"]
£
a
g
=
-_=
=)
o
@
=
o
3
e
s
o
=
a
E
o
t
=
]
c
o
=
E=
c
a
_=
5
<

Gestion des annuaires PS . Gestion des structures .

*DRV : Dossier résumé de Wenue

approvisionnements

Gestion de I'organisation (@)

Facturation / Contrepartie

Production clinique et médico-technique

Prescription des produits Gestion des [ |
de santé demandes d'actes @
Prescription
chimiothérapie £y
T3
=
Production des résultats @ Production des 2%
d'analyses biclogiques résultats d'imagerie @5
oz
-
Gestion des blocs Gestion de @ 3 .

opératoires la pharmacie

Production des CR cliniques
et médico-techniques

Coordination et planification

Planification des demandes

Gestion des plannings
et gestion des RDV

des ressources

Administration de la connaissance

Gestion des référentiels de connaissance

Organisation des annuaires

Gestion des équipements .

Schéma issu des travaux du GMSIH - Elaboration du SDSI (2)

HELLAS



Stakeholders: contribute to European eHealth
Interoperability activities and includes (e.g.) -

- National, Regional, or Local projects

- Health Professionals

- Citizens

- Industry

European eHealth Interoperability Activities:

a

empowers and accredits the numbered activities below (1-5)

1. European Use Case Definition and
Prioritisation

J

L

2. Base Standards
Development and
Maintenance

%

A

:

]

i

P 3. Profile :

Development and |« -5¥2%%.4

Maintenance .

:

L

v :

.

:

4.Profile Quality | o "o 3

Assurance '

L}

Feedback E

...................... ..-..................»:
______________ B 5. Best Practice

Forum
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Sustainable Healthcare
Sharing Information and Knowledge for
Better Health

Foundation eHealtl

rinfostructure

. 1. ] eHealth Governance
CJJI'nr'l:rnHJ [l ID‘ItIEh = .
- Eo < eHealth leaderzhip,
H = " ||« policy and strategy
w|llE]]l= £11#]z
= 5 = o =
Ik ’g“ Y 2lls ] # EU & National Stake-
- w = e " - = 5 halder collaboration
AHEHIHIEIEIHIBIE
E £ E 5 _t‘;i E & = Frivacy, quality and
= £ 5 = v £ = x 1] . safaty policies
BllzllsllsllEllE w || 2 I\J atignal prigrit
Legislation

Electronic Clinical terminologie s Dt structures and Data interoperability Fostering standards
identificsticon and classifications value sets and acce ssibility adoption
directories EHR, EMP, PHR, other
Market development,
Authorization, Consent manage ment Data and knowle dge Data base s and new busine ss models,
authentication and and acce 55 control management tools registries and incentives
rights manages ment
. . Funding
Foundation ICT infrastructure
Elactronic Accessto ICT ICT processing ICT profe ssional
communications networks, equipment and storage services andtechnical Mantaring,
infrastructure & facilitie s support evaluation

eHealth Governance Model (Calliope)

HELLAS




Euxapiotw MoAd!

i3 ['1a TTEpPIOoOTEPEC TTANPOPOPIEC:
B a.berler@gnomon.com.qr
B www.hl7.org
B www.hl7.tv
B www.hl7.org.qr
B www.ihe.net
B Www.epsos.eu

HELLAS

HELLASE


mailto:a.berler@gnomon.com.gr
http://www.hl7.org/
http://www.hl7.tv/
http://www.hl7.org.gr/
http://www.ihe.net/
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